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CHARGING SYSTEM AND CHARGING METHOD 

BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to a charging system and 
a charging method for electronic commerce system, for example 
relates to a charging system and the method for providing 
service via a network and enabling proper charging processing. 

Description of Related Art 

For an example of service via a network, network 
connection service by a group called a network provider can 
be given. The brief description of this service is as 
follows : 

ThSL'-arSi a user connects his/her terminal provided with 
A 

a modem function to a terminal provided by a network provider 
via a public telephone line. The network provider connects 
his/her terminal to, for example the Internet and sets so that 
the user can connect to the Internet from his/her terminal. 

At this time, the network provider calculates a fee for 
the use of the user based upon time during which the user 
connects to the Internet, informs the user of the calculated 
fee and informs a bank where the user has an account and others 
of the beforehand known account number of the user. Hereby, 
the bank transfers an amount equivalent to the above fee for 
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the use from the account of the user to the account of the 
network provider . 

As described above, a service provider provides service 
to users, charges a fee for the use of a user and can receive 
an amount equivalent to the fee. 

However, there is a problem in the charging method of^ 
conventional type network service^ that even if a network 
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provider charges a user a more - amount than an amount to be 
arged p r o perly , it is difficult for the user to clarxfy this 



A 

fact . 



There is also a problem that it is also difficult tha^fe— 



^tOO^ V^va)t n V^V cVp ^t^ 
)rk provider pr^vo? he/she uliaiyea a ui 



a network provider pr^vr'j hn/shu uhaiyea a user a proper fee. 

A 



SUMMARY OF THE INVENTION 
The present invention is made to solve such a situation, 
^d the objoct i is to enable a user to prove that a service 

A 

provider charges a wrong fee and to enable a service provider 

to prove that he/she charges a user a proper fee. 

o<x^A\^ ^ c^^o as(tet\ pif't^n'i uilit^4i>^ 

1^"""^ A charging system di o o l o - £t c' d in - Cla-iffl -ir is characterized 

in that the system is provided with fee collection means for 

collecting a fee equivalent to service which a service 

provider provides to a user from the user independent of the 

service provider. 

A charging method^# i B clo s.e d - in C laim -^ is characterized 
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in that a fee equivalent to service which a service provider 
provides to a user is collected from a user independent of 
the service provider. 

In the charging system disclosed ^n Cl^rrmT', fee 
collection means collects a fee equivalent to service provided 
to a user by a service provider from the user independent of 
the service provider. 

In the charging method disclosed in— Girtiflft— 9 , a fee 

A 

equivalent to service provided to a user by the service 
provider is collected from the user independent of the service 
provider . 

c 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram showing an example of the 
configuration of a service providing system applying a 
charging system according to the present invention; 

Fig. 2 is a flowchart for explaining the operation of 
the service providing system shown in Fig. 1; 

Fig. 3 is a block diagram showing an example of another 
configuration of the service providing system applying the 
charging system according to the present invention; 

Fig. 4 is a flowchart for explaining the operation of 
the service providing system shown in Fig. 3; 

Fig. 5 is a block diagram showing an example of further 



ttre-TTtrh-er configuration of the service providing system 
applying the charging system according to the present 
invention; and 

Fig. 6 is a flowchart for explaining the operation of 
the service providing system shown in Fig. 5. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 
Fig. 1 is a block diagram showing the configuration of 
an embodiment of a service providing system applying a 
charging system according to the present invention. A user 
1 requests a service provider 2 to provide^^predetermined 
service. The service provider 2 provides the predetermined 
service to the user 1 in response to the request from the user 
1, charges the user 1 a fee equivalent to the service and 
requests a bank 3 (fee collection means) to collect the fee 
from the user 1. The bank 3 collects the fee from the user 
1 in response to the request from the service provider 2. 

Next, referring to a flowchart shown in Fig. 2, the 
operation will be described below. First, in a step SI, a 
user 1 creates data (hereinafter called service request data) 
including, for example the name and the account number of the 
user 1, the name of a service provider 2, the name of service 
to be provided, a date, time and a hour/minute/second for 
service to be provided and the contents of service and digital 



signature data for the above data when the user utilizes 
service provided by the service provider 2 and sends the 
service request data and the digital signature data to the 
service provider 2. 

Digital signature data can be created by adding a 
digital signature to original data, in this case service 
request data. Technique used for a digital signature is the 
one which enables only a signer to create specific data 

Q (digital signature data) in addition to original data and 

CO 

CO enables a third person to verify this digital signature data 

Cm 

'Ji is based upon the original data of the signer. The details 
are described in "Contemporary Encryption Theory" written by 

□ Mrs. Shinichi Ikeno and Kenji Koyama and published by an 

W incorporated body. Institute of Electronics and 

' o 

■"1 Communication Engineers of Japan (lECE). 

Next, in a step S2 , the service provider 2 checks whether 
digital signature data received from the user 1 is valid or 
not. Next, in a step S3, as a result of the check in the step 
S2, it is judged by the service provider 2 whether the digital 
signature data received from the user 1 is valid or not. If 
the received digital signature data is judged invalid, 
processing is terminated. In the meantime, if the received 
digital signature data is judged valid, processing proceeds 
to a step S4 and in case the service provider 2 allows this 
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user 1 to utilize service, he/she provides service to the user 
1 • 

For example, if the user does not pay a fee for former 
service, the service provider 2 does not provide service to 
the user. 

Next, in a step S5, the service provider 2 informs a 
bank 3 of the name and account number of the user 1 and the 
amount of the fee and requests the bank to collect the fee 
from the user !• In a step S6, the bank 3 informs the user 
1 of the amount of the fee and that the fee is to be collected. 
Next, in a step S7, if the user 1 does not accept the amount 
of the fee, processing proceeds to a step S8 and for example, 
the user 1 informs the service provider 2 and the bank 3 that 
the user cannot accept the amount in a predetermined period 
and further, the user 1 requests the service provider 2 to 
disclose the service request data and digital signature data 
already sent to the service provider 2. 

In a step S9, the service provider 2. discloses the above 
service request data and digital signature data already sent 
from the user 1, that is, data for a fee to the bank 3. Next, 
in a step SIO, the bank 3 checks whether the service request 
data and digital signature data disclosed by the service 
provider 2 are valid or not and if the bank judges them valid, 
it calculates a proper fee based upon them, collects it from 



the user 1 and pays it to the service provider 2. 

In the meantime, in a step S7, if the user 1 accepts 
the fee informed by the bank 3, processing proceeds to a step 
Sll , the bank 3 immediately collects the fee from the user 

1 and pays it to the service provider 2. 

When processing in the step SIO or Sll is finished, 
processing is terminated. 

In the above embodiment, as described above, both in 
case an amount charged by the service provider 2 is right and 
wrong, a fact can be disclosed. For example, if the service 
provider 2 charges the user 1 a right fee, the service provider 

2 can disclose the fact and if the service provider charges 
the user a wrong fee, the user 1 can disclose the fact. This 
is because service is not provided until the user 1 sends data 
which requests the use of service (service request data) and 
digital signature data which only the user 1 can create and 
is added to the above data to the service provider 2. 

That is, if the service provider 2 lias service request 
data and digital signature data sent from the user 1 because 
the service provider 2 cannot forge digital signature data, 
he/she can prove that a right fee is charged the user 1. When 
it is indicated by the user 1 that the service provider 2 
charges the user 1 a wrong fee in case the indication is right, 
the service provider 2 cannot prove that the fee is valid. 



In 



Fig. 3 is a block diagram showing an example of 



configuration drrr another embodiment of a service providing 
system applying a charging system according to the present 
invention. In the case of this example, a user 1 requests 
a service provider 2 to provide predetermined service. The 
service provider 2 provides predetermined service to the user 
1 in response to the request from the user 1, charges a fee 
for the service to the user 1 and requests a bank 3 to collect 
the fee from the user 1 . The bank 3 collects the fee from 
the user 1 in response to the request from the service provider 
2. 

Next, referring to a flowchart shown in Fig. 4, the 
operation will be described. First, in a step S21, when a 
user 1 utilizes^service provided by a service provider 2, 
he/she creates service request data and digital signature data 
added to the service request data as in the above case shown 
in Fig. 2 and sends the service request data and digital 
signature data to the service provider .2 . 

Next, processing proceeds to a step S22 and the service 
provider 2 checks whether the digital signature data received 
from the user 1 is valid or not. Next, in a step S23, as a 
result of the check in the step S22 , it is judged by the service 
provider 2 whether the digital signature data received from 
the user 1 is valid or not. If the received digital signature 
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data is judged invalid, processing is terminated. In the 
meantime, if the received digital signature data is judged 
valid, processing proceeds to a step S24 and if the service 
provider 2 allows the user 1 to utilize service, he/she 
provides service to the user 1. 

Next, in a step S25, the service provider 2 sends the 
service request data and digital signature data (data for a 
fee) received from the user 1 to a bank 3 and requests the 
bank to collect a predetermined fee from the user 1. In a 
step S26, the bank 3 checks whether the digital signature data 
sent from the service provider 2 is valid or not. If 
the digital signature data is valid, the bank 3 calculates 
a right fee based upon the service request data sent from the 
service provider 2, immediately collects it from the user 1 
and pays it to the service provider 2 in a step S27 . Afterward, 
processing is terminated. 

As described above, in the case of the embodiment shown 
in Fig. 3 , as it is not possible that a us.er protests against 
the fee, a processing cost can be reduced by processing 
required for such objection. 



Fig. 5 is a block diagram showing the configuration of 
further the other embodiment of the service providing system 
applying the charging system according to the present 
invention. In the case of this example, an IC card 12 (storage 




means) is connected to the communication terminal 11 
(hereinafter called a user communication terminal) of a user. 

When a user communication terminal 1 1 requests a service 
provider 2 to provide predetermined service, data consisting 
of the contents of the request (service request data and 
digital signature data) is sent to the service provider 2 and 
is also automatically supplied to the IC card 12 and recorded 
in it. The service provider 2 provides predetermined service 
f-i to the user 1 in response to the request from the user 1 , charges 

£0 the user 1 the fee and requests a bank 3 to collect the fee 

'^L' from the user 1. The bank 3 collects the fee from the user 

ui 1 in response to the request from the service provider 2. 

O Next, referring to a flowchart shown in Fig. 6, the 

operation will be described. First, in a step 531, a user 
communication terminal 11 creates service request data and 
digital signature data added to this data as in the above case 
referring to Fig. 2 when the user utilizes service provided 
by the service provider 2 and sends the service request data 
and digital signature data to the service provider 2 . At this 
time, these service request data and digital signature data 
are automatically recorded in an IC card 12. 

The IC card 12 is constituted by hardware so that it 
is easy to read the whole or a part of information recorded 
in it, however it is really impossible to modify the 



information or information is recorded in the IC card using 
software technique . 

Information (for example, personal information such as 
the name and the account number of a user using the user 
communication terminal 11) required for the user 
communication terminal 11 to create digital signature data 
is stored in the IC card 12 and digital signature data is 
created by^CPU provided to the IC card 12 according to a 
predetermined program. When digital signature data is 
created, the service request data and the digital signature 
data are always recorded in a memory built in the IC card 12. 

Next, processing proceeds to a step S32 and the service 
provider 2 checks whether digital signature data sent from 
the user communication terminal 11 is valid or not. Next, 
in a step S33, as a result of the check in the step S32, it 
is judged by the service provider 2 whether the digital 
signature data received from the user conununication terminal 
11 is valid or not. If the received digital signature data 
is judged invalid, processing is terminated . In the meantime, 
if the received digital signature data is judged valid, 
processing proceeds to a step S34 and if the service provider 
2 allows the user using this user communication terminal 11 
to utilize service, it provides service to the user 
communication terminal 11. 



Next, in a step S35, the service provider 2 sends, for 
example the name of the user using the user communication 
terminal 11 and the amount of a fee to be charged and others 
to a bank 3 and requests the bank to collect a predetermined 
fee equivalent to service provided to the user from the user. 
In a step S36 , the bank 3 sends the user communication terminal 
11 the amount of the fee and informs the user using the user 
communication terminal that the fee for the provided service 
is to be collected. 
Co Next, in a step S37, if the user using the user 

communication terminal 11 accepts the amount of the fee 
r:i informed by the bank 3, processing proceeds to a step S40, 

p the bank 3 immediately collects the fee from this user, pays 

fU it to the service provider 2 and processing is finished. 

^ In the meantime, if the user using the user 

communication terminal 11 does not accept the amount of the 
fee informed from the bank 3, processing proceeds to a step 
S38 and the user submits the IC card 12 connected to the user 
communication terminal 11 to the bank 3. Next, in a step S39, 
the bank 3 receives the IC card 12 from the user using the 
user communication terminal 11, reads service request data 
and digital signature data recorded there, checks their 
validity, if they are valid, calculates a right fee based upon 
the service request data, collects the fee from the user using 
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the user communication terminal 11 and after the bank pays 
it to the service provider 2, processing is terminated. 

As described above, in the case of the embodiment shown 
in Fig. 5, when a user using a user communication terminal 
11 ^rovog a right fee, the cooperation of a service provider 
2 is not required. As described above, this is because data 
once recorded in an IC card 12 is disabled from being changed 
by a user, any data required for calculating a right fee (in 
this case, service request data and digital signature data) 
is recorded in an IC card 12 and the user can submit this data 
to a bank 3. That is, the bank 3 can calculate the right fee 
based upon only data recorded in the IC card 12 submitted by 
the user without receiving any data from a service provider 
2. Hereby, a processing procedure in charging can be 
simplified. In the above embodiments, a bank 3 collects a 
fee, however, the other third party may also collect it. 

In the embodiment shown in Fig. 5, an IC card 12 is used, 
however, ^^fe-he oLhei i* recording medium may. be also used. 

According to a charging system d riDc - l ase d -i ^ Cl a im -1 and 
a charging method disclosed ^iH^^-lalm-^, as a fee equivalent 
to service provided to a user by a service provider is 
collected from the user independent of the service provider, 
the user can prove the fact of a wrong fee charged by the service 
provider and the service provider can prove the validity of 



a fee charged the user by the service provider. Therefore, 
a right fee equivalent to service provided to the user by the 
service provider can be collected from the user. 
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